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XuanTie Linux &faitbilt: https://github.com/c—sky/buildroot/releases


https://github.com/c-sky/buildroot/releases

o Why GitHub? -~ Team Enterprise Explore Marketplace Pricing Sign in |Sign up‘

[ c-sky / buildroot @ Watch | 11| % Star | 32 | YFork | 23

¢» Code Issues 14 Pull requests 1 Actions Projects 0 Security 0 nsights

Latest release

XuanTie Linux v1.0.9 Release Note

o v1.09 .
S majun238 released this on 23 Apr
<« 2854ebB
o [Test Enwvironment: Ubuntu-16.04-64bit)

c860 linux-4.19 glibc:

https:/fc-sky.gitlab.io/-/buildroot/-/jobs/51 1404133 /artifacts/output/images/readme. tut
c860 linux-4.9 glibe:
https:/fc-sky.gitlab.io/-/buildroot/-fjobs/511404129/artifacts/output/images/readme. ot

c810/cBOT linux-4.19 glibc:

https://c-sky.gitlabuo/-/buildroot/-/jobs/511404127 fartifacts/output/images/readme.txt
c810/c807 linux-4.9 glibc:

https:/fc-sky.gitlab.io/-/buildroot/-fjobs/51 1404124 /artifacts/output/images/readme. ot

c%ux series compact linux-5.1 glibe:
https:/fc-sky.gitlab.io/-/buildroot/-fjobs/51 1404135 /artifacts/output/images/readme. tut

c9ux series ehanced linux-5.1 glibc:
https:/fc-sky.gitlab.io/-/buildroot/-fjobs/511404184/artifacts/output/images/readme. ot

More configs (See 'Build’ & 'Build-enhanced’ columns):
https:/fgitlab.com/c-sky/buildroot/pipelines/136092382

EEFEE

s =$5 kprobe/uprobe (c8xx)

» fFEE tracecmd + kemelshark
s =35 Perf probe -a/x (c8xx)

* T Geov (cBxx)

s T35 lockdep (cBxx)

* Ti5 rseq syscall (cfix)

E1.1 T-HEAD Linux System& faithtit TAE

B#l T-HEAD Linux 2 Z ¥ R% CPU F&:
641 Z%! (RISCV):
e CO06 k5, SA/KLL, EBRVE4IMAIFDICIV] 5L EMNBEREMALIESS;
e CO08 MELY, 9ORITFiKLk, COO8FBRVA22INE, IFEMZIZLEM, ZfFZcluster;
o CO10 =&5Y, REEF, 12%fKLk, BHEADENMNRS|ZRSHESZZLIESS
o C920 = k5, RELLFE, 12K, 1538 T REIZHERES), XIFRISC-V VIERT B
o RI10 = k57, RELELRF, 12RMKE, SRENTEXIFGP TEE(2FRAARM TEERHET)INZ



RS EES
32 HFI(CSKY):
e C860 =51, REIRF, 124Kk, BHANESIZBNSHREZZLEE
o C810 WM&, &%, 10RMiKE, SIEEEBIRELIER
o C807 MASY, &L, 8 AKL, HEMEERHZHIMHSEREIRES.,

B_E RELFEMA

TWFBRARXFRERNR, EE—ESTLELFNALKHETIREGRENARS, SUUTERZNEN, X
AL IE2R Linux FFATFAET buildroot.org #1317, EFEHNFF&EIREMLZEZEE CPU LinuxFF&F & 1%
SIFIEINIALE, (REERRFHRA M.

Z8CPU Linux FETEERARBEENIIE readme.txt i&it, 1B LFIE5I4BMRES—1 config, &
THEmL, —BTR (B—1"PBAEBE 10 £H<, XIF 'ctrl ¢ + ‘ctrl v IEIT, RELEF) .

i8] https://github.com/c—sky/buildroot/releases , FEEATIEME STHIB K CPU readme.txt
g, RRBRARNSF, STHIRELEF, EEAZEBIER.

2.1 BFi%BA#Y4 readme.txt

readme.txt 2i81d SDK HXBHEELKN, BHRESIAPIRELIFNNEE, HEREEUTF8T
B
e (All is tested on 64bit—ubuntu 16.04)
MEIHEE, BB &#9{ER ubuntu 16.04 docker MBRIFE M., BPEEBSHIBRIEIT, AJRE
=83 wget, tar FEMERAERDNOE, BETIRERNEZENNEFE ., IRTEERINZEL
B8, aIUEEEREA] Cl TRER docker Hif%k: =ltbiEiE,

okt


https://github.com/c-sky/buildroot/releases
https://hub.docker.com/repository/docker/guoren83/ubuntu-16.04-buildroot

Quick Start for gemu run

ESRAPFERTIRMARFFNZHEIFZER, BIZTTET Qemu &M Linux ;ME, BIAAS
BETH. BE. BT=178%2, APIUERES. HMITZENAE Host Zixiz T, ERES
E 2.3 1BIEIEITING,

Build linux kernel

ES P 2IMRIFN M AIANIRRS, BIZAM kernel.org FTFEINVERNIZRERE, BIT LENNER
AT (XEFEHEERARNZRIBEAKR, ATED Cl REFMENAIE, KA patch ZRREFNT
) . ZHWTESTHRIFNEERS, EREFEFERER, WBREMERS TR Cl ME—,

Build buildroot
BESAPRIEFEMA. BLER buildroot, BE=iR Cl INEFHANRIFGS . RARIF buildroot

MPERIFEER, EERTETHASTTRRMGE, MRNERK, RNYEFHNNEHEFRS
RUZEK,

Run with hardware

T-HEAD Linux 2R IBFARGEREERE Y, B—1 Linux Image B ESAREAM dts AT
BITEARNEBEHFES L, 81 QEMU BBt 2—MEUFEEe., BRESE 24 FPGAFIRIEE.

How to get dmesg without uart

ERAEHONERT, FAMKARBAOFIL Linux, A JTAG E#ZIREX dmesg 5R, RF CPU +
N7E, TMEBNEMBIML,

v @ EHIH
1 wget —-nc https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linu

X.git/tree/Documentation/admin-guide/kdump/gdbmacros.txt # JXEVE® kerne
l.org gdb XA

£ gdb EMNE vmlinux 2%, 1% gdbmacro.txt BlZs, 51T dmesg
- o EHIEE
1 file linux/vmlinux

2 file linux/Documentation/admin-guide/kdump/gdbmacros.txt
3 dmesg

gdbmacro.txt REERZEMIFAGSL, BETFE.



e Gitlab-Cl url

1RAT HA1 readme.txt WA ENRIZER (T Cl ZERIMILE) . readme.txt 1 wget
HNABSHRB T, rIAREERAY Download artifacts archive , — X%t F&EZ2E0 artifacts.zip €1,
RIEE#H N artifacts B&, UEETHENEE ] readme.txt BIZS, FiREBwget THT . (wget BISE
-nc Bl & TRAE T )

e \ersions

REBEAMNEMERIARAISE, buildroot SDK RRIFFEEMAAINRAIIMK buildroot TRERAS R
%, WeRhRASEI N,

2.2 OpenSBIl Bl | &

T-HEAD Linux BAIALA OpenSBI SR/E&E515. —AxRii, FTHEX OpenSBI 457k, buildroot B
ZEBANG THEXNENSISERF. WFRBRSL, Eddrinit.fpga.txt, gdbinit.foga.txt &
fpga.dts.txt =P SEREENT,

OpenSBI &1t

2% CPURRM TED =T E1E, B3F Machine Mode, Supervisor Mode #1 User Mode,
e Supervisor Mode : B FIGITIRIER S
e User Mode : BITRFPGNARER;
e Machine Mode : i51T Bootloader H#E & 1#1T OS,

AT EATEERHIZITER, OpenSBl TIF=FZERM Firmware, 25I7:

e dynamic: M_E—%k Boot Stage JREX F—2& Boot Stage IAOER, M struct
fw_dynamic_info &M@Y a2 F1FeR(%iE

e jump: {RI% F—% Boot Stage Entry NEEMHIUE, HiZPkIETEIEBIT,
e payload: 7£ jump B9EM £, BEERFTEHNRT—% Boot Stage 89 Binary,

OpenSBI N —4 @ & & Bootloader 5 OS, tb#ll U-Boot, Linux, ¥4 4A0]HIEE MEE
https://github.com/c—sky/opensbittreadme

2.3 BHEZ BTN A

EIRETFIR Qemu B FF &, 1Rt T-HEAD CPU ERIINEEIRIFE, XI5 2 M54, 8 7 CPU:
* RISC-V %2#4: C906/C908/C910/C920/R910


https://github.com/c-sky/opensbi#readme

e C-SKY Z2#3: 807/810/860

H2Z readme.txt B Quick Start for gemu run 8%y, 1EIERES7E toolchain_thead_xxx.tar.xz A
(—pgfREZ host BXET) &

2.3.1 RISC-V Qemu <N A

v @ SFIKHE

1 LD_LIBRARY_PATH=./host/1lib ./host/csky—-gemu/bin/gemu-system-riscv64 -M vir
t —kernel fw_jump.elf —-device loader,file=Image,addr=0x80200000 —append "ro
otwait root=/dev/vda ro" -drive file=rootfs.ext2, format=raw, id=hd@ -device
virtio-blk-device,drive=hd@ -nographic —-smp 1

e LD_LIBRARY_PATH=./host/lib: 1&INIEEIBITE;

e gemu-system-riscv64: RISC-V QEMU B[#H{T#H <

e —Myvirt: QEMU tnfE, IBERES, XBEZERM virt machine;

e —kernel fw_jump.elf: $§E RISC-V Opensbi JiN&FEHF, Lt RISC-V QEMU i/ ;

e —device loader, file=Image,addr=0x80200000: QEMU #5/ loader 1%%&, ¥§ Image X1&, M
Z 0x80200000 4t;

e —append "rootwait root=/dev/vda ro": #g% linux cmdline;

e _drive file=rootfs.ext2,format=raw,id=hd0: 3§7 rootfs.ext?2 NiEEIRE, XM cmdline 2
root=/dev/vda B ZIEENIRXHEFRL;

e —device virtio-blk—device,drive=hd0: [E_E#E —drive A id=hd0 B9 E{RIZFEE;

e —nographic: ZFEf, framebuffer;

e —smp 1: 8 cpu E;

2.3.2 C-SKY Qemu SE<N4E

- @ SHES

1 ./host/csky—gemu/bin/gemu-system—-cskyv2 -M virt —-cpu c860v —-kernel Image -n
ographic —append "console=ttyS0,115200 rdinit=/sbin/init rootwait root=/de
v/vda ro" -drive file=rootfs.ext2,format=raw,id=hd@ -device virtio-blk-devi
ce,drive=hd@ —-smp 1

e gemu-system-cskyv2: C-SKY QEMU AJ#{T&H <



e —Myvirt: QEMU #nfE, IEERES, XBEEERR virt machine

e —cpu c807/c810/c860: F8FE cpu BLE

e —kernel Image: 8 C-SKY Linux 5%, ~FE bootloader }#BIZEh

e —append "console=ttyS0,115200 rdinit=/sbin/init rootwait root=/dev/vda ro": 87 linux

cmdline

e _drive file=rootfs.ext2,format=raw,id=hd0: $§7F rootfs.ext2 NIEEIE%E, XM cmdline &
root=/dev/vda IRBIZI&RERIRXER T

e —device virtio—blk—device,drive=hd0: [E@ -#E —drive F id=hd0 FE{RigEEETR
e —nographic: ZAEHZ framebuffer

e —smp 1: I§E cpu H=E

2.4 FPGAIRXISE

RZEFZEHAIN CPU /T, HE—RESM FPGA £NIK. RIEAIES], BEFXERZFHM, BT
B#2H run.sh J35) Linux, MX@EEAENER, REZ CPU + DDR A{FEIA,
{EF run.sh J&1T Linux B1&AT4%:

e run.sh - BEIHIA

e ddrinit.fpga.txt — DDR¥IEE LIS

e gdbinit.fpga.txt — GDB#I{A LRI

e fpga.dts.txt - IZFWEE

FPGA BNEF BE X&) Soc, FEEF B ddrinit.fpga.txt, gdbinit.fpga.txt, fpga.dts.txt
X1,

2.4.1 run.sh - Bz~

1517 run.sh ZEEFEF/ZE) DebugServer Console, &E##CKLink 5FPGA, ZEiB1T
DebugServerConsole, F/3127.0.0.1:1025 iix [

v © SHINE
1 run.sh <ipihit:isO> <fEEFRER> <cpuiE>

2

3 4

4  run.sh 127.0.0.1:1025 fpga 1



run.sh BIARSEAA F4IMAS:
e JFREX rootfs.cpio.gz B9 R/, HLALLIREBIZREWI AR initrd—start, initrd—end FE&
o IRFEEBIT ddrinit.[board].txt ¥MEHIEF, ECEARTE, DDR

e 51T gdbinit.[board].txt & rootfs.cpio.gz, hw.dtb, Image EIANTF
e %8 pc HIEERFHIT

2.4.2 ddrinit.fpga.txt — DDR#JIE LRI

s @ EHIE
1 # cat ddrinit.ice_fpga.txt

2 # Set gdb environment

3 set height 0

4

5 # Don't confirm when quit

6 set confirm off

7

8 set x0x3fff78040 = Oxffff # xillinx FPGA #Jia{t, DDR PPL

9 shell $(sleep 3)

ddrinit fAZ=#¥41t DDR A7Z, PPL % Soc EMiZE, BEEFRIEZERBTIAZE,

2.4.3 gdbinit.fpga.txt - GDB#IE LIS



O 0O NO UL WN R

A A AP DDDBHBWWWWWWWWWWNNNDNNNNNNNRPRRPRPRRRRRPR
b WNPEPOCOUONOUUDWNRERPRPOOVONOUUPMREWNRPRPOOVONOOUE A WNEREOS

# cat gdbinit.ice_fpga.txt
set confirm off
set height @

# Invalidate & Clear IBP BTB BHT ICache & DCache
set $mcor = Ox70013

# Enable L2 Cache
set $mccr2 = 0xe0010009

# Enable L1 Cache
set $mhcr = Ox11ff

# Enable CPU Features
set $mxstatus = Ox638000
set $mhint = 0x16e30c

# 0x00000000 ~ 0x2 00000000 DDR, NAPOT rwx
set $pmpaddr@ = 0x0 >> 2 | ((0x200000000 — 1) >> 3)

# 0x3 0000000 ~ 0x3 f8000000 plic, NAPOT rw
set $pmpaddrl = 0x3f0000000 >> 2 | ((0x8000000 — 1) >> 3)

# 0x3 8000000 ~ 0x4 00000000 peripherals, NAPOT rw
set $pmpaddr2 = 0x3f8000000 >> 2 | ((0x8000000 — 1) >> 3)

# 0x00000000 ~ 0x10000000 NAPOT no access
set $pmpaddr6 = 0x00000000 >> 2 | ((0x10000000 — 1) >> 3)

# 0x10000000 ~ 0x10000000000 TOR no access
set $pmpaddr7 = Oxffffffffff >> 2

# Be care! we must put background deny entries in the end of

@ EHIRE

# pmpaddrx with lowest priority and set lock bit for m state deny.
# Access needn't lock bit for the m state.
set $pmpcfgd = 0x88980000001blblf

set $opensbi_addr
set $vmlinux_addr

0x00000000
$opensbi_addr + 0x00200000

set $rootfs_addr = $opensbi_addr + 0x02000000
set $dtb_addr = $rootfs_addr — 0x00100000

# Load rootfs

restore

../rootfs.cpio.gz binary $rootfs_addr

10



ﬂ§ # Load dtb
restore hw.dtb binary $dtb_addr

48

49 set $al = $dtb_addr

2? # Load kernel

52 restore ../Image binary $vmlinux_addr

zz # Load opensbi

55 restore fw_jump_0G.bin binary $opensbi_addr

set $pc = $opensbi_addr

gdbinit & CPU BHIRE, —MAZFEEZFER, T 910 EFRAZTETHIZE PMP, PMP 2314

BAGENINREERESF:E, RIEES P ity fHmdTiIRE, —ARFEEIRE DDR Xig. PLIC XiF. b
1% 10 Xig, R1E RISCV #EA A NAPOT #] TOR MM A =,

2.4.4 fpga.dts.txt- IR FWEE

11



@ EHIRE

/dts—-v1l/;
/ {

model = "T-HEAD c910 fpga";
compatible = "thead,c910_fpga";
#address—-cells = <2>;
#size—cells = <2>;

memory@0 {
device_type = "memory";
reg = <0x0 0x200000 0x0 0xffe00000>;
Fi
cpus {
#address—-cells = <1>;
#size—-cells = <0>;
timebase-frequency = <6250000>;
cpu@d {
device_type = "cpu";
reg = <0>;
status = "okay";
compatible = "riscv";
riscv,isa = "rv64imafdcvsu";
mmu-type = "riscv,sv39";
cpu@_intc: interrupt-controller {
#interrupt-cells = <1>;
compatible = "riscv,cpu-intc";
interrupt-controller;
b
b
cpu@l {
device_type = "cpu";
reg = <1>;
status = "fail";
compatible = "riscv";
riscv,isa = "rv64imafdcvsu";
mmu-type = "riscv,sv39";
cpul_intc: interrupt-controller {
#interrupt-cells = <1>;
compatible = "riscv,cpu-intc";
interrupt-controller;
Y
Fi
b
soc {

#address—cells = <2>;

12



19

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89

b

chosen {

#size-cells = <2>;
compatible = "simple-bus";
ranges;

intc: interrupt-controller@3f0000000 {
#interrupt-cells = <1>;
compatible = "riscv,plic@";
interrupt-controller;
interrupts—-extended = <

&cpu@_intc Oxffffffff &cpu@_intc
&cpul_intc Oxffffffff &cpul_intc
>
reg = <0x3 0xf0000000 0x0 0x04000000>;
reg-names = "control";

riscv,max-priority = <7>;
riscv,ndev = <80>;

I

dummy_apb: apb-clock {
compatible = "fixed-clock";
clock-frequency = <50000000>;
clock-output—-names = "dummy_apb";

#clock-cells = <0>;

}s

serial@3fff73000 {
compatible = "snps,dw-apb-uart";
reg = <0x3 Oxfff73000 0x0 0x400>;
interrupt-parent = <&intc>;
interrupts = <23>;
clocks = <&dummy_apb>;
clock—-names = "baudclk";
reg-shift = <2>;
reg-io-width = <4>;

bootargs = "console=ttyS0,115200 crashkernel=256M-
linux, initrd-start = <0x0 0x2000000>;

linux, initrd-end = <0x0 0x0>;

stdout-path = "/soc/serial@3fff73000:115200";

MEMZBRANRS dts BEE(RZWHZ), BEIR/LR:

:128M";

13



® cpus —> timebase-frequency FBFiRE cpu £iBE timer EATEIAIINER
e riscv,isa = "rv64imafdcvsu" FAFIZE cpu ISA A R CI10 FEE vector &R, FIE v F
Xz
e intc: interrupt—controller —> compatible = "riscv,plic0" EEIRIE Soc it H %, EMISETEM
[OF:chila=l =]
e dummy_apb: apb—clock 2iIZEIRMEED IP AR, XEBEY apb B&IMEK, HOWNRIFIZIR
B, REHERINEEE
BEFU =1, MAUERMIT bash run.sh 127.0.0.1:1025 fpga 1 7T, MIREOE
FTEN, BIASZE 2.1 How to get dmesg without uart 3%, FIF JTAG 3REX dmesg,

2.5 QRAITEE

Q: RiF buildroot FTEXIE
A: —RRARE. BSOS, FSETRR, THE—THRE, SIEFRREGSRERE d BRT, "ILIE
d BEHEEAHBER, 1RE BR2_DL_DIR= fMET=F1ZE R, T/R%IF buildroot S TMIZBE =
REUREIEE, BRES TH.

Q: readme.txt B9 wget IREXIE

A: wget 2EBATETE, RERWMNIKEEE, £ readme.txt —> Gitlab-Cl url ERH IR T ZIRHIFEEA
FHENIE ., ENRBIITHRE, SEEEM Download artifacts archive —/RIE T &SR artifacts.zip &,
FRIES# N artifacts B&, UERTHEIEEHI readme.txt B, FiAESBwget THT. (wget FISEL -
nc Bl & THMAB TH)

Q: Windows Subsystem for Linux (WSL) ubuntu ¥#18i51T Qemu HI: ERROR: could not open HSTS
store at '/home/book/.wget-hsts' F while loading shared libraries: libbrlapi.so.0.6: cannot open shared object

file

A: chmod 660 ~/.wget-hsts ({828.wget-hstsBItXFR) , Google #Z libnettle 6.0 F libpng12hR4As
89 deb X1, A dpkg -i FEILE,

$B3E Wil TRERE

14



3.1 Linux K/Uprobe {EF{5Fa

THAR R, kprobes/uprobes #H#ITESE M (events)iIEA Lo 5lh RS M BRPS RHT
Lﬂmﬂﬁtﬁ’ﬂlﬂﬁb, XAIRL T tracepoint HLEIRIEAL . FHAIRZTH, bWl perf_events , ftrac
e FHEREHEME/{ME. B Brendan Gregg 1IREAIEFIKE, kprobes/uprobes 7£ Linux
siiSEiREEER T EARER, W TFR:

net:
Operating Systam scc}c : /skb:
A Applications / /
UpECOAS | System Librarieh |
1lls: —
>< syscalls: —» System Call Intenace'f sched:
VFS Sockets Schaduler
extd : —» File Systems TCP/UDP vmscan:
kprobes Volume Manager P Virtual ‘/kmem:
block: —+Block Device Interface |  Ethemet F | Memory sesi:
V4 Davica Drivers ‘/ i

* kprobes: dynamic kernel tracing
— function calls, returns, line numbers

* uprobes: dynamic user-level tracing

5[/H: https://blog.arstercz.com/introduction_to_linux_dynamic_tracing/

Kprobe #1 Uprobe ¥Jr] AT ftrace B9 /sys/debug/tracing interface (EF debugfs A Z(EE
H API) AT EMIRERFI DM, |7 ftrace WNEBRE M, FTMENERIANUNERBTHE, Fif
MMHIERRBIRIASZE Debugging the kernel using Ftrace . W1 NEFR, 7 ftrace W ARRIE,

read

_ write

Kernel | User
\J space | space

3.1.1 Kprobe 1148

15


http://www.brendangregg.com/
https://blog.arstercz.com/introduction_to_linux_dynamic_tracing/
https://lwn.net/Articles/365835/

KprobeZLinuxAZ— N EEYE, BEMAAZIFILLIE (Perf, systemtap) AY“EALIZE", FRY
Mt BPF tBik#i Kprobe, EFRESIRE, BB, AEEIHITRIREAhoOKEE]:

original kprobe
code registered

_ . call pre_handler
instrl instri . ,
single step insir:
instr2 trap . call post_handler
. T continue
matrd instra
instrj instri

MRFENEAZRBZSHKIER . KEALTX. AZUKREE, ERERNGEZMprintk, BZ
MR,

HFMKprobefx AR, RFAILAEEXEIERE, AJUNAE/LFAERNREFHSHEARSR.

HARMATRIENITEEERRNR LR, SEMZLEERER, IR KRERFZENES T, EY
AZREEEEZFERANEERTRE. MRAFELRERBNESR, TBRELERN, BEEATM
INSEIRBRRIRN =,

KprobesHi R @3RI 2F0 RN FER 1 5l idkprobe # kretprobe:

o kprobeZHESNHRMNAN, SLMEMMPAEM, ERTUNEEENUENERNR (MERHA
MUIEFELLAHEAIN) , ERHTERNLRNEAR. FREMNAEFHRLESMERELSN, 9732

pre_handler. post_handlerflfault_handler, E/pre_handlerfREGIEMIRNIE S EINITRIEIE,
post_handleraEWIRMIELSHITTERELENE (FETZHERMEEL) , fault_handleraEWNFIE
) HER AR A

e retprobe MBFHHMAINEHERRT, ERMFETkprobeSEl, AT IREUEIRN R EARENE.

B (ERERE
s FEAK:

16
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17

18

19

20

21

22

23
24

25

= Symbol: FTRACE [=y]

Type

: boolean

Prompt: Tracers

Location:

(5) —> Kernel hacking

Defined at kernel/trace/Kconfig:132

= Depends on: TRACING_SUPPORT [=y]

= Symbol: KPROBE_EVENT [=y]

Type

Prompt: Enable kprobes—-based dynamic events

: boolean

Location:

-> Kernel hacking

= (1)

Defined at kernel/trace/Kconfig:405

-> Tracers (FTRACE [=y])

@ EHIRE

= Depends on: TRACING_SUPPORT [=y] && FTRACE [=y] && KPROBES [=y] && HAVE_RE
GS_AND_STACK_ACCESS_API [=y]

- Selects: TRACING [=y] && PROBE_EVENTS [=y]

-~ Symbol: HAVE_KPROBES_ON_FTRACE [=y]

Type

: boolean

Defined at arch/Kconfig:183

= Selected by: csky [=y]

= Symbol: KPROBES_ON_FTRACE [=y]

Type

: boolean

17



26  Defined at arch/Kconfig:79

7 -
Depends on: KPROBES [=y] &S HAVE_KPROBES_ON_FTRACE [=y] && DYNAMIC_FTRACE_
WITH_REGS [=y]

o KRBT
B55EE mount 3X1F ftrace debug #0, AFEE kprobe_evets JEMIREE probe ALY, £
tracing/events/kprobes// TR LAIRHIZ kprobe EREH FEMXH

18
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14
15
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17
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20
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22
23

24

25

26

27

28

@ SFIEE
# mount -t debugfs nodev /sys/kernel/debug/

# echo 'p:myprobe _do_fork dfd=%a@ filename=%al flags=%a2 mode=+4($stac
k)' > /sys/kernel/debug/tracing/kprobe_events

# echo 'r:myretprobe _do_fork $retval' >> /sys/kernel/debug/tracing/kprobe
_events

+H*

echo 1 > /sys/kernel/debug/tracing/events/kprobes/myprobe/enable
echo 1 > /sys/kernel/debug/tracing/events/kprobes/myretprobe/enable

H

cat /sys/kernel/debug/tracing/trace
tracer: nop

entries—-in-buffer/entries—-written: 8/8 #P:1

H OB R R R

+H*

————— => irqs—-off

/ _————=> need-resched

| / _———=> hardirqg/softirq

|| / _——=> preempt-depth

||| / delay

TASK-PID CPU# |||| TIMESTAMP FUNCTION

R RN

swapper/0-1 [000] dn.. 2.488544: Unknown type 599

swapper/0-1 [000] dn.. 2.489270: Unknown type 600

sh-121 [000] d... 408.113780: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f2
0 filename=0x0 flags=0x0 mode=0x0

sh-121 [000] d... 408.117058: myretprobe: (sys_clone+0xa6/0xac <— _do_for
k) argl=0x82

sh-121 [000] d... 409.816850: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f2
0 filename=0x0 flags=0x0 mode=0x0

sh-121 [000] dn.. 409.817539: myretprobe: (sys_clone+@xa6/0xac <— _do_for
k) argl=0x83

sh-121 [000] d... 411.202079: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f2
0 filename=0x0 flags=0x0 mode=0x0

sh-121 [000] d... 411.202750: myretprobe: (sys_clone+0xa6/0xac <— _do_for
k) argl=0x84

HOoH B R B R

#t XkprobeXt4IEE T E:

https://www.kernel.org/doc/Documentation/kprobes.txt

https://lwn.net/Articles/410200/
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3.1.2 Trace-cmd #] kernelshark:

Trace-cmd B— &7 ftrace AP SR RTLIR, ENECERE:

git://git.kernel.org/pub/scm/linux/kernel/git/rostedt/trace—cmd.git

RZKRITHR, #BH trace-cmd NE, TEH man Fif, BIRERSE:
https://Ilwn.net/Articles/410200/

3.1.3 Uprobe

3.1.3.1 ftrace EZ~{F A% AH
SoEE— TN NERER, MidRR:

O 00 NO UL b WN -

NNNNNRRRPRRRRRRRR
A WNPOCOVUONOUPSWNERLROS

@ EHTES

#include <stdio.h>
#include <unistd.h>

static void

print_curr_state_one(void)

{

printf("This is the print current state one function\n");

}

static void

print_curr_state_two(void)

{

printf("This is the print current state two function\n");

}

int main() {

while(1) {
print_curr_state_one();

sleep(1);
print_curr_state_two();

¥

EHRIET R4 (9 RFVA(ER risov-linux-geo):

20


http://git.kernel.org/?p=linux/kernel/git/rostedt/trace-cmd.git;a=summary
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N =

O 00 N O Ul b W

10

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

27
28
29
30
31
32
33
34
35
36
37
38
39

» csky-linux—-gcc test.c -0 test
» linux-next git:(linux-next-ftrace-kprobe-uprobe-simlutate-insn) x ../ar
tifacts/output_860_next/images/host/bin/csky—-linux—objdump -S test

00008518 <print_curr_state_one>:

8518: 1422 subi sp,
851a: dd0e2000 st.w rg,
851e: ddee2001 st.w ris,
8522: 6e3b mov rg,
8524: 1006 lrw ro,
_curr_state_one+0x24>

8526: €ae00007 jsri 0x0
t 0x8540

852a: 6c00 or ro,
852c: 6fa3 mov sp,
852e: d9ee2001 1d.w ris,
8532: d90e2000 d.w rg,
8536: 1402 addi sp,
8538: 783c rts

853a: 0000 .short 0x0000

853c: 00008698 . long 0x00008698
8540: 00000000 .long 0x00000000
00008544 <print_curr_state_two>:

8544: 1422 subi sp,
8546: dd0e2000 st.w rg,
854a: ddee2001 st.w ris,
854e: 6e3b mov rg,
8550: 100d lrw ro,
0x1c>

8552: €ae0000e jsri 0x0
t 0x8588

8556: 6c00 or ro,
8558: 6fa3 mov sp,
855a: d9ee2001 1d.w ris,
855e: d90e2000 1d.w rg,
8562: 1402 addi sp,
8564: 783c rts

00008568 <main>:

8568: 1422 subi sp,
856a: dd0e2000 st.w rg,
856e: ddee2001 st.w ris,
8572: 6e3b mov rg,
8574: e3ffffd2 bsr

ate_one>

@ EHIRE

sp, 8

(sp, 0)
(sp, 0x4)

sp

0x8698 // 853c <print

// from address pool a

ro
r8

(sp, 0x4)
(sp, 0)
sp, 8

sp, 8

(sp, 0)
(sp, 0x4)

sp

0x86¢8 // 8584 <main+

// from address pool a

ro
r8

(sp, 0x4)
(sp, 0)
sp, 8

sp, 8

(sp, 0)
(sp, 0x4)

sp

0x8518 // 8518 <print_curr_st

21
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42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

58

59

8578:
857a:
t 0x8590
857e:
ate_two>
8582:

» linux-next git:(linux-next-ftrace-kprobe-uprobe-simlutate-insn) x .
tifacts/output_860_next/images/host/bin/csky-linux-readelf -S test

3001
€ael0006

e3ffffe3

0719

movi
jsri

bsr

br

ro,
0x0

1

// from address pool a

0x8544 // 8544 <print_curr_st

0x8574 // 8574 <main+@xc>

There are 28 section headers, starting at offset 0x1cd8:
Section Headers:

[Nr] Name
f Al
[ 0]
0

S

1

4

4

4

1

2

4

4

S O PR O O MR MmO MmO —m O —

16
[10]
0 16

1] .interp

3] .hash
4] .dynsym

5] .dynstr

9] .init

text

2] .note.ABI-tag

6] .gnu.version
71 .gnu.version_r

8] .rela.dyn

WRIERZE T LR YmiE uprobe

Type
NULL
PROGBITS
NOTE
HASH
DYNSYM
STRTAB
VERSYM
VERNEED
RELA
PROGBITS

PROGBITS

Addr

00000000

00008134

00008144

00008164

00008120

00008240

000082d8

000082ec

0000830c

000083b0

000083€e0

off

000000

000134

000144

000164

0001a0

000240

0002d8

0002ec

00030c

0003b0

0003e0

./ar
Size ES Flg Lk In
000000 00 ]
00000d 00 A 0
000020 00 A 0
00003c 04 A 4
000020 10 A 5
000098 00 A 0
000014 02 A 4
000020 00 A 5
00009c 0c A 4
000030 00 AX 0
000282 00 AX 0

22



v @ EHIRE

1 echo 'p:enter_current_state_one /root/test:0x518 arg0=%a@ lr=%lr' >> /sys/k
ernel/debug/tracing/uprobe_events

2 echo 'r:exit_current_state_one /root/test:0x518 arg0=%a@' >> /sys/kernel/de
bug/tracing/uprobe_events

3 echo 'p:enter_current_state_two /root/test:0x544 arg0=%a@ lr=%lr' >> /sys/k
ernel/debug/tracing/uprobe_events

4 echo 'r:exit_current_state_two /root/test:0x544 arg0=%a@' >> /sys/kernel/de
bug/tracing/uprobe_events

5 echo 1 > /sys/kernel/debug/tracing/events/uprobes/enable

6 cat /sys/kernel/debug/tracing/trace

RAPSEERMEARRILAIRE uprobe iR

3.1.3.2 Perf probe {£FHiiAA

R ftrace, FAERILAER Perf probe —x siSIRIRRE— MR MERIEINEE, AISLIUTINEE: EE
ABEEMREM A ERRCENERT. B T7TEFRRUBREIR, RIRQANEGTRHREEEE
7, HESITZEENEHFTUNEMEERTRIRER, XE—DEHFEEANEA, BT RNEMA
RENE RSN,

v @ EHIRHE

=

perf probe -x /lib/libc.so0.6 memcpy
perf record —e probe_libc:memcpy -aR 1s
perf report

w N

#HXBKE Uprobe BIFZEMI, FISCH4:
http://www.brendangregg.com/blog/2015-06-28/linux—ftrace—uprobe.html
https://www.kernel.org/doc/Documentation/trace/uprobetracer.txt

https://www.kernel.org/doc/html/latest/trace/uprobetracer.html

3.2 Perf{EFH15R

3.2.1 Perf &1

o PerfR—RIIEARRMESTTAES,

23


http://www.brendangregg.com/blog/2015-06-28/linux-ftrace-uprobe.html
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e fELinux 2.6.31HRA5IN, ZEStool/perfBFZMBIAZMRR, BRI AR EREREIL IR

o

e PerfRfIRATMIERGMERES M, MERAEAFNEFH LI T EWprobe, tracepotint,
auxtrace, bpfEEFEZEFEBNFIE,

o Biperfr] LMEA—EIMITH TMERGIEFRARKE, BOWADH, HEESITXLEUTHEER
AREDTRIBT BESZRAIEE,

o EEITFAZBEEEMtracepoint, perffiB T —F Z NMinuxAZFtEIR R, FIUNRSEFRE, A
7, XHRE, MESEEHEHTON

o El4EperfilALIMRES M, WA Meperf-tool, XIEE, HEE, vtuneHE=HIHEEYT R,

iR EE 5 X perf stat/record/report, fEHPMU, KIGEL B0 ERFITNA

3.2.2 Perf S tTiRTE

Perf MHTILBES TS 2L BR A FF:

o EMperf StatEHLIFENBLTREMTINE, HERFEREHTONE

o {EMperf record < INE FHBHNAME BN RIHTRIE, BEIEREEpert.datascr bl
RS

# perf stat s
messages

Performance counter stats for 'Is':

42.83 msec task-clock # 0.735 CPUs utilized
o] context-switches # 0,000 K/sec
0 cpu-migrations # 0,000 Kisec
55 page-faults # 0.001 M/sec
2563283 cycles # 0.080 GHz
F1477T instructions # 0.28 dnsn per cycle
109487 conditionl-branch-instructions # 2.5596 MSsec
13250 conditional-branch-misspredict # 12.14% of all branches

0.058298533 seconds time elapsed

0.012837000 seconds user
0.051345000 seconds sys

# perf record Ts

messages perf.data perf.data.old

[ perf record: woken up 1 times to write data ]

[ perf record: Captured and wrote 0.011 ME perf.data (260 samples) ]
A

L+ r+r+rr+2+ 1+ 24+ 24 1

TTHassHr N RS RS SR TSR SERIHT
g2 tracepoint X EUEHTICHE
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3.2.3 Perf 45

B Perf listA] MEE SR FNMESHESEGSM, RESH, BffcacheE M, PMUEHAKTR

& TracepointE4

# perf Tist ~

List of pre-defined ewvents (to be used in -e):

L1-icache-access
Ll-icache-misses

conditional-branch-instructions
conditional-branch-misspredict

cpu—cches OR Cycles
d-ut1h-misses
J-utTh-misses

indirect-branch-instructions

indirect-branch-mispredict

instructions

thb—misses
su-cross-4k-stall-counter

Tsu-other-stall-counter

lsu-speculation-fail

Tsu-sg-data-discard-counter

lsu-sg-discard-counter
rf-instruction-counter
rf-launch-fail-counter
rf-reg-launch-fail-counter
store-instructions

alignment-faults
bpf-output
context-switches OR cs
cpu-clock

cpu-migrations OrR migrations

dummy
emulation-faults
major-faults
minor-faults
page-faults orR fTaults
task-clock

Ll-dcache-Toad-misses
L1-dcache-Toads
Ll-dcache-store-misses
Ll-dcache-stores
LLC-Toad-misses

3.2.4 {£F Perf FEFTE

T-HEAD $L\§}‘J\
AIRERE

dbuildrootR[#RiE
I https://github.com/c-sky/buildroot/releases SREX s #TEIbuildroot{E AR BRIF

TEREE

[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware
[Hardware

[=oftware
[coftware
[software
[coftware
[software
[coftware
[software
[coftware
[software
[coftware
[software

[Hardware
[Hardware
[Hardware
[Hardware
[Hardware

event]
event ]
event]
event ]
event ]

PLINUXRFRVEE, FRAERET-HEADT & LifJperfid

A Quick StartEPE’\Jnp%Tﬁi‘ﬁﬁﬁﬂ%ﬂ%ﬁ&mﬁ, BARIZR
HEADECEFEATTE, EsiEA A perfas LHRIAE

buildrootFBFP S, perfIhgEE T-
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Starting network oK
processor : 0
C-SKY CPU model : cksief
product info[0] : @x0504080cC
product info[1] : Ox10000800
product info[2] : Ox20000800
product info[3] : Ox30000000
hint (CPU funcs) Ox00000000
(L1C & MMU): Ox00000001
ccr2 (L2c) : Ox00000000

arch-version : e68b1635ac2711d5fc939bce66318aa118c9484a

skip the ci test

Welcome to Buildroot
buildroot login: root
# perf

usage: perf [--version] [--help] [OPTIONS] COMMAND [ARGS]

The most commonly used perf commands are:
annotate Read perf.data (created by perf record) and display annotated code
archive Create archive with object files with build-ids found in perf.data file
bench General framework for benchmark suites
buildid-cache Manage build-id cache.

3.2.5 {ER X IBEI D IR EN =

PAcallchain_testz9flan, XERMTAEUME(ERperfas <A IEEI DT — 2R RREH R

* BJiB1T: perf record —g callchain_test ¥ callchain_test?z /%A R A AN HITRIF

e i&iTperf reportAl IXEIZMM R R, WRE D HPARERE —g ETNR ERRKANEREEH
AXZR, AINBEREEFRRERTE test_4 RE, REFEBADONA test_1

o HRHIAREND BT ET XEEEEMAEZREERX R
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perf report
To display the perf.data header info, please use --header/--header-only options.

Total Lost Samples: 0

Samples: 154 of event 'cpu-clock’
Event count (approx.): 38500000

Overhead Command Shared Object

callchain_test callchain_test

callchain_test [kernel.kallsyms] __softirgentry_text_start
callchain_test [kernel.kallsyms] flush_tlb_one
callchain_test [kernel.kallsyms] flush_tlb_range
callchain_test [kernel.kallsyms] flush_tlb_mm
callchain_test [kernel.kallsyms] free_hot_cold page
callchain_test [kernel.kallsyms] page_add file rmap
callchain_test [kernel.kallsyms] path_openat
callchain_test [kernel.kallsyms] sys _mmap_pgoff
callchain_test 1d-2.28.9000.s0 .] 5t

callchain_test 1ibc-2.28.9000.s0 .] __cxa_atexit

perf [kernel.kallsyms] perf_event_exec
callchain_test [kernel.kallsyms] __d_lookup_rcu
callchain_test [kernel.kallsyms] __fdget_raw
callchain_test [kernel.kallsyms] __fput
callchain_test [kernel.kallsyms] __kunmap_atomic

pert report
To display the perf.data header info, please use --header/--header-only options.

Total Lost Samples: ©

samples: 164 of event 'cpu-clock'
Event count (approx.): 41000800

Children Self Command Shared Object

0.00% callchain test 1libc-2.28.9008.s0 [.] _ libc start main
_libc_start main

|

| - - --main

| test_1

| test 2

| test_3

| test 4

| |

| -- --ret_from_exception
| schedule

| __schedule

| finish_task_switch
|

|__

|

--8x3132c
|

3.3 KASAN{EHIER

3.3.1 @M




KernelAddressSANitizer (KASAN) ZmSATFEHIRINEE. ERME T —MREMEEABRL R, U
B TREERTEAEIR.

KASANERB RN TEREESITAFIRGE, FEEEEGCC 4.9.28ES5hk4a, FEGCC 5.05(F
ShRAZ BE NN R S 2 BT =R 1519,

3.3.2 {EAAIE

TERIZARFERS KASAN:
v O EHNE
1 CONFIG_KASAN =y

HFECONFIG_KASAN_OUTLINEFICONFIG_KASAN_INLINE Z [E]i£#%, Outlinefllinline @4 i% 28 1GiNIE
B, BIETEBNTHEISG, MEEMNRII-2(5. AEICNFEGCC 5.0 EShRA.

KASANR] 5 SLUBHISLABRTF plces—ie M. N7 BifttiellrIBiritiks, BEM
CONFIG_STACKTRACE.,

BEANEXMHS B FZN, BFEENAAZMakefileRINE LT A TASTAIIT:
o WFENMH (Z40: main.o)

= @ SIS
1 KASAN_SANITIZE_main.o := n

o XF—"BERFHAEXMHF

v @ SIS

1  KASAN_SANITIZE :=n

3.3.3 HEEIRS

SRR SR ()R S A AR :
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N

(o]

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

30

@ EHIRE

0x75 [test_kasan] at addr ffff8800693bc5d3

Write of size 1 by task modprobe/1689

= BUG: AddressSanitizer: out of bounds access in kmalloc_oob_right+0x65/

BUG kmalloc-128 (Not tainted):

kasan error

Disabling lock debugging due to kernel taint
INFO: Allocated in kmalloc_oob_right+0x3d/0x75 [test_kasan] age=0 cpu=

0 pid=1689
__slab_alloc+0x4b4/0x4f0

kmem_cache_alloc_trace+0x10b/0x190
kmalloc_oob_right+0x3d/0x75 [test_kasan]

init_module+0x9/0x47 [test_kasan]
do_one_initcall+0x99/0x200

load_module+0x2cbh3/0x3b20

SyS_finit_module+0x76/0x80
system_call_fastpath+0x12/0x17
INFO: Slab Oxffffea@00ladef00 objects=17 used=7 fp=0xffff8800693bd728

flags=0x100000000004080

INFO: Object Oxffff8800693bc558 @offset=1368 fp=0xffff8800693bc720

Bytes b4 ffff8800693bc548: 00 00 00 00 00 00 00 00 5a 5a 5a 5a 5a 5a 5

aba ..iiinen 272777777
Object ffff8800693bc558:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc568:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc578:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc588:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc598:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc5a8:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc5b8:
6b kkkkkkkkkkkkkkkk
Object ffff8800693bc5c8:
a5 kkkkkkkkkkkkkkk.

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b 6b 6b 6b 6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b 6b 6b 6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b
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31

32

33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71

Redzone ffff8800693bc5d8:

CC CC CC CcC cCc cc cc cc

Padding ffff8800693bc718: 5a 5a 5a 5a 5a 5a 5a 5a

77777777

CPU: @ PID: 1689 Comm: modprobe Tainted: G B

1+ #98

3.18.0-rcl-mm

fff3800693bc000 0000000000000000 ffff8800693bc558 ffff88006923bb78
fFEFffff8lcc68ae 00000000000000T3 fff88006d407600 ffff88006923bbas
fEFFFfff811fd848 ffff88006d407600 ffffea000ladefoo ffff8800693bc558

Call Trace:

[<ffffffff8lcc68ae>]
[<ffffffff811fd848>]
[<ffffffffa00026a7>]
[<ffffffff811ffOf5>]
[<ffffffffa0002065>]
[<ffffffff8120b9fa>]
[<ffffffff8120a79f>]
[<ffffffff8120b344>]
[<ffffffff8120a79f>]
[<ffffffffa00026a7>]
[<ffffffff8120a995>]
[<ffffffffa0002601>]
[<ffffffffa0002065>]
[<ffffffffa0002065>]
[<ffffffffa00026b0>]
[<ffffffff810002d9>]
[<ffffffff81lled4e5c>]
[<ffffffff81114f63>]
[<ffffffff8110fd70>]
[<ffffffff81115f06>]

dump_stack+0x46/0x58
print_trailer+0xf8/0x160

? kmem_cache_oob+0xc3/0xc3 [test_kasan]
object_err+0x35/0x40

? kmalloc_oob_right+0x65/0x75 [test_kasan]
kasan_report_error+0x38a/0x3f0

? kasan_poison_shadow+0x2f/0x40

? kasan_unpoison_shadow+0x14/0x40

? kasan_poison_shadow+0x2f/0x40

? kmem_cache_oob+0xc3/0xc3 [test_kasan]

__asan_storel+0x75/0xb0

? kmem_cache_oob+0x1d/0xc3 [test_kasan]

? kmalloc_oob_right+0x65/0x75 [test_kasan]
kmalloc_oob_right+0x65/0x75 [test_kasan]
init_module+0x9/0x47 [test_kasan]
do_one_initcall+0x99/0x200

? __vunmap+0xec/0x160
load_module+0x2cb3/0x3b20

? m_show+0x240/0x240
SyS_finit_module+0x76/0x80

[---]1 system_call_fastpath+0x12/0x17
Memory state around the buggy address:

ffff8800693bc300: fc
ffff8800693bc380: fc
ffff8800693bc400: fc
ffff8800693bc480: fc
ffff8800693bc500: fc
>ffff8800693bc580:
ffff8800693bc600: fc
ffff8800693bc680: fc
ffff8800693bc700: fc
ffff8800693bc780:
ffff8800693bc800:

fb fb fb fb fb fb
fb fb fb fb fb fb

fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
fc 00 00 00 00 00 00 00 00 00 00 00 00 00 fc
fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
fc fc fc fc fc fc fc fc fc fc 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 03 fc fc fc fc fc

fc fc fc fc fc
fc fc fc fc fc
fc fc fc fb fb

fc fc fc fc fc fc fc fc
fc fc fc fc fc fc fc fc
fb fb fb fb fb fb fb fb
fb fb fb fb fb fb fb fb
fb fb fb fb fb fb fb fb

fc fc
fc fc
fb fb
fb fb
fb fb
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ZAREHMNEIEIA T RE T I EIRA R SBUXMEIZNIE AR, EEEXTHEAslubIY RAHEIA
(BXIEHER, 135 Documentation/vm/slub.txt FY “ SLUBEIL L B8%) DAKRISTAIEA9A
FIIEAVER,

ERE—HDHR, REERHEHEUEABENAFRS. FRLEEDFEEXNKASANN TEARNE LT

.

FREBNES TN F RIS ERBE— TR FF PR, X8TFTALAGE, MoihE, BN

redzone, MFEBTEFFT, BINERANU TR : ORNENFHEEXNMBESTF TR, N (1

<=N<=7) RRBINDNFTEEAEE, mEfM (8-N) DN FBUARAGE; EARERRENSFT
FAAAE, FAMERTENRERE S AREENAFILENATF, BlalRedzonesiEMNINE (15

2 lmm / kasan / kasan.h) .

ERE EAREEKIEOR FF 103, XEWEH A AT BN D 7518,

KNS ZE: https://www.kernel.org/doc/html/v4.14/dev-tools/kasan.html

3.4 Kgdb{EH1ER

3.41 N4

RZBEM T AEREILERR (kdoflkgdb) , EMTERIEINZO. MRERFNGITHIEREE T
Wiz, WeTMER MBS RR P ELT— T HEEN ZESER,

Kdb2 & St Eshel ASHISRE, FILATEFARES BTG QNRSHZHI G LER., BrIUERER
WEAF, FFe, #EIIR, dmesg, EEREMRMEEIFEMNE. REEGAIIREMRFARIT—
EETNAZETES, BKATERABRFLSE, KdbEBRSEHIT LD, BB L2
BTN, NRAIBZEACONFIG_KALLSYMSHIER, ME] BURBZFRILIEAZA B X A EIR
PRELRFS,

Kgdb §#EBIELinuxZATER BRI, B5gdb—ATFEiKLinuxiZ%, BiEgdbrl AT “E
N ARDKENTE, TEHEEFRABRER, XUTHNARREAEARERAgIbEILNARERFNS
. TURERZRBHRRENRSRHRT —LEBRORITEE,

FERkgdbFEMENE. HF—atlEZ2A AR, S—a2Bintls. ERRNAZERMTENL
1B17, FENZBHNEERSHvmIinuxXEiaiTgdofl (KBRS, Wbzimage, zlmage,
ulmage...) . Egdb, FFAARIBEEESHFHEEZSIkgdb, FFAA RS gdbEIIANEZEREURT
FEMH T BN AP RFRN N ERRS AT IS AZERIkgdb | / OEIRIATA M,
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3.4.2 wiFA%
= menuconfig FFHF = CONFIG_KGDB
- o EHIS

1+ | Symbol: KGDB [=y]

2 | Type : bool

3.5 Lockdep{ERBiER

3.5.1 @7
IR FIRFNEARAT R EWIAER,

—XRUE—AEYNN L2 EAERD, BMENEREEZT (AERHAT) Ehit. Flu,
inodeZAHMBIE—TE, MENinode BB ZBIENESHITHINT,

FHEERIRIRDIERAIRE”, HREFARPERZBAMRIIR R, IIESRARPIRSHREIR R EFRIURNIE
B

BISLBIEARE, BERAZKTIARHER: EEMNEEXERYEEN, ©RHEEM, HEZYEENMER
SE ARG M N EZ 8k |

3.5.2 {EANE

7 Kernel hacking —> Lock Debuging FFF /& LOCK_DEP Mi®, CEIEAREFE LOCK_STAT)
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Arrow keys navigate the menu.

g .
+ Kernel hacking » Lock Debu'-ln' (spinlocks, mutexes, etc...)

Lock Debugging (spinlocks, mutexes, etc...)
<Enter> selects submenus ---> (or empty submenus ----).
Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </>
[*] built-in [ ] excluded <M> module < > module capable

Highlighted letters are

[*] Lock debugging: prove locking correctness

=] Enable raw_spinlock - spinlock nesting checks

[ 1 Lock usage statistics

*- RT Mutex debugging, deadlock detection

*- Spinlock and rw-lock debugging: basic checks

-*- Mutex debugging: basic checks

*- Wait/wound mutex debugging: Slowpath testing

*- RW Semaphore debugging: basic checks

-*- Lock debugging: detect incorrect freeing of live locks

[*] Sleep inside atomlc section checklng
[*] Locking API boot-time self-tests

<*> torture tests for locking

<*> Wait/wound mutex selftests
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O 00O NO UL B WN -

A A AP DDDBHBWWWWWWWWWWNNNDNNNNNNNRPRRPRPRRRRRPR
b WNPEPOCOUONOUUDWNRERPRPOOVONOUUPMREWNRPRPOOVONOOUE A WNEREOS

L T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e O e T e T e T e T e T e T s T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e O e T s T e T e B |

(SIS IS RGN G TN S B GS IN G TIN G B OS IGS IS TGS IS B G R S G B S R S A S I S I S S A S A S A S A S S A S A S B S B B - I I I T S I S I G RG]

.000424]
.000443]
.000460]
.000476]
.000492]
.000508]
.000524]
.000540]
.000556]
.000572]
.000588]
.000604]
.000620]
.000636]
.000651]
.000667]
.000698]
.009065]
.018270]
.028441]
.038546]
.049592]
.060594]
.071571]
.079825]
.087588]
.087606]
.090094]
.092472]
.094807]
.097203]
.099780]
.102444]
.105050]
.105079]
.108638]
.112183]
.115749]
.119282]
.122826]
.126384]
.129957]
.133488]
.137056]
.140635]

@ EHIRE

Lock dependency validator: Copyright (c) 2006 Red Har
.« MAX_LOCKDEP_SUBCLASSES: 8
. MAX_LOCK_DEPTH:

. 48

.« MAX_LOCKDEP_KEYS: 8192

.« CLASSHASH_SIZE: 4096

.« MAX_LOCKDEP_ENTRIES: 32768

.« MAX_LOCKDEP_CHAINS: 65536
. CHAINHASH_SIZE: 32768

memory used by lock dependency info: 6301 kB
memory used for stack traces: 4224 kB
per task-struct memory footprint: 1920 bytes

| Locking API testsuite:

| spin |wlock |rloc|

A-A deadlock: ok | ok | ok|

A-B-B-A deadlock: ok | ok | ok]|

A-B-B-C-C-A deadlock: ok | ok | ok]|
A-B-C-A-B-C deadlock: ok | ok | ok]
A-B-B-C-C-D-D-A deadlock: ok | ok | ok|
A-B-C-D-B-D-D-A deadlock: ok | ok | ok|
A-B-C-D-B-C-D-A deadlock: ok | ok | ok|
double unlock: ok | ok | ok]

initialize held: ok | ok | ok]

recursive read-lock: | ok]|

recursive read-lock #2: | ok]

mixed read-write-lock: | ok]

mixed write-read-lock: | ok]

mixed read-lock/lock-write ABBA: | ok]
mixed read-lock/lock-read ABBA: | FAIL |
mixed write-lock/lock-write ABBA: | ok]
hard-irqs-on + irg-safe-A/12: ok | ok | ok|
soft-irgs-on + irg-safe-A/12: ok | ok | ok]|
hard-irqs-on + irg-safe-A/21: ok | ok | ok|
soft-irgs-on + irg-safe-A/21: ok | ok | ok]|
sirg-safe-A => hirqs-on/12: ok | ok | ok|
sirq-safe-A => hirqs-on/21: ok | ok | ok]|
hard-safe-A + irqs-on/12: ok | ok | ok|
soft-safe-A + irqs-on/12: ok | ok | ok]|
hard-safe-A + irqs-on/21: ok | ok | ok|
soft-safe-A + irqs-on/21: ok | ok | ok]|
hard-safe-A + unsafe-B #1/123: ok | ok | ok|
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ﬂ§ [ 0.144589] soft-safe-A + unsafe-B #1/123: ok | ok | ok|
48 [ 0.148522] hard-safe-A + unsafe-B #1/132: ok | ok | ok|
49 [ 0.152483] soft-safe-A + unsafe-B #1/132: ok | ok | ok|
50 [ 0.156465] hard-safe-A + unsafe-B #1/213: ok | ok | ok]
51 [ 0.160438] soft-safe-A + unsafe-B #1/213: ok | ok | ok|
52 [ 0.164415] hard-safe-A + unsafe-B #1/231: ok | ok | ok|

[ 0.168325] soft-safe-A + unsafe-B #1/231: ok | ok | ok|

BAE RERK

EIENZHAMIESELInu B TEAR R

4.1 REH&R, BiaEF

JTWFRARFRERNR, BEESTLEFNFLRNE, BRIBENAZZEZTARSHEN, ZELE
#% linux FEFAFET buildroot.org 133289, FEEIFLRHIRFEMEZ Y CPU Linux I FILINIF
15, RIREMFIFEARM.

Buildroot @— & E®, S, ZTEANFARERALINUx KX EFFLEFE
(https://buildroot.org) , 88— CPU It T/N\ARSERE, BI

https://github.com/c-sky/buildroot/releases &RZFE#H 1T A, EIIES gitlab 7R CI/CD ($F45%
/155 &ET) RS, REAMETIFRHXABIERMY.

ZH linux FFRFERARBEENIDS readme.txt i%it, 1§ LFIE5I1HEHMEIE— config, &EITiEE
we, —BTR (B—7THEAEY 10 £, XIF ‘ctrlc' + ‘ctrl v DMHIT, HBLF) .

ERHIR--RIE EFZ#Hlinux FRTEE

FAZ=L CI/CD RS, MGHREF=RESTRE, HFIEEREFESL, #ALKEER FEIREARRE
linux 3815, Eff hw BR T, BEREZRERY CPU /AR EHFEE, B8 fpga, asic,

EAZRH% CPU JTAGIHIE, RESENEEETNA, FRES—REFRH% CPU MPH—
5.

(B 1232 readme.txt —> 'Quick Start for hw run' Z7)
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4.2 REEE, EFRE

BEFRTE, w3kE:
e linux B/ NREHEH
Bootloader 1 Opensbi #45
ETRNRGEY, WIAIHE (JTAG + DRAM + H4K)
T QEMU WEERIEIME
FERIZ2ET T A (gdb, perf PMU state/record, ftrace, kprobe/uprobe, tracecmd + kernelshard,
bpf %)

—ARHIRE, T CPU RRZAM, ME—ER/NARE, EMNEMEmESE, A%, SOXGRAFT
inEE, BRNEN. 2 linuk FRTFaBI—EE, $ITAR, W&k, RXHRFANRUGBESRME
—ife, —FEGHRLMAILF R EMNFBRIEEZED linux R4, EFEHE!

Target packages
Arrow keys navigate the menu. <Enter> selects submenus ---> (or
empty submenus ----). Highlighted letters are hotkeys. Pressing <Y>
selects a feature, while <N> excludes a feature. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] feature is selected

-§-_BusyBox

(package/busybox/busybox.config) BusyBox configuration file to u
additlonal BusyBox confliguration fragment files
how packages that are also provided by busybox
Enable SELinux support
Individual binaries
Install the watchdog daemon startup script

Audio and video applications --->
Compressors and decompressors --->
pebugging, profiling and benchmark --->
pevelopment tools --->
Filesystem and flash utilities --->
Fonts, cursors, icons, sounds and themes --->
fames --->
traphic libraries and applications (graphic/text)
Hardware handling --->
Interpreter languages and scripting --->
tbrarles ---=>
Matl ---»
Miscellaneous --->
Networking applications
'ackage managers --->
Real-Time --->
security --->
Shell and utilities --->
ystem tools --->
Text editors and viewers

< Exit > < Help> < Save > < Load >

fic & Ef
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4.3 T2, BREM

ZikbIESElinux T TERZ, S8WTIA:

o A Perf, ftrace, K/Uprobe, stap, BPF tools AEHZAEY linux HEEDHT, oh&IBER, RSV AR

e X GDB/KGDB/KDUMP AKX RER, £/BEEXTR
e I} top/free/slabtop/iostat/iotop/netstat/sar LR linux RSMiETH

£ v1.0.9 fRAH, SCIPT Z%% C800 CPU kprobe/uprobe < RiEHTINAE, BME/E R HE RIBAYIE)
T, telAi&Bid perf probe, tracecmd FRilim LR, MBFIEIL, WMARAFEIE,

e XiF Perf stat/record + callchain (E2& B aiim LR rJ A B A IEE], timechart )

Reset Zoom Flame Graph

e

B Runmng Tie Desper lle W Digersr it 0 Steepame Wasing for epui B Riocked om 10

0
T 1 |

timechart®
o 71F Perf PMU FEEHRIT & RHF, BEIEE/EAHIE/CACHEITA/TLBITAN/LSUITH £
CPU NERELR, FH1E CPU 1y, o #TIEeEREN, REREMICR,

o 1% ftrace NIZIEBIRIELS

e 3% kprobe/uprobe linux SHZSIBIRINEE

™
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RR=FFE

5 gdb, gdbserver,
32#¥ lockdep AIZSEHIIEE
x#F gcov RRIBBERSIT
55 strace RAFRIER
4% mtrace (glibc) ATE RO

E Linux 2Bt T AL, RIHFEFER Linux 12

Analysis and Tools

kdump, coredump RXHiFIXTHE

LESS

strace  Qperating System n‘ffftat Hardware
a1 Applications / / / 7perf top
LU DBs, all server types, ... ", pidstat
“ System Librarief / / v/ mpstat | perf
o Y System Call Interface / / dstat /
+ VFS Sockets ¥ /| / Scheduler N CPU
= oxta/_. zFs | TcPuDP ¥ «—fvmstat| |
W LVM P Y| viua ¥ slabtop
E Block Devicg Interface | Ethernet Memory W dstat
! e Device Drivers \<§§e _ DRAM
/ perf el
iostat I/O Bridge tcpdump ip nicstat dtrace
iotop T i —
blktrace !
dtrace \ [®] Controller — Network Controller Various:
sar
Disk Disk / \‘ Port Port /proc
ping|

[ B 35Ebrendangregg.com

4.4 Y548

§h, FERiE

Z#% AT CPU EMARSIRESRYSE, AT ILAPEERXEFRRMEN, SEEIFNRE, Tk
HEMFEIRFRAS, BARTRREEEAIEPHRE.
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£ gitlab EHME T —PMFRFANE CI/CD &%, ERH T1EZMNETE5RE, RITHRITHTR
pipeline MRANER, BRURFET FHRE#LX CPU FinfliglFEE, (https://gitlab.com/c—
sky/buildroot/pipelines/charts)

Wait-for-trigger Build

(©) wait_for_tri..

(©) 610.4.9_gli...
(©) 610.4.9_ucl..
(») 610.4.14 gl..
() 610414 u...
(© 610.4.19.gl...
(¥) 610_next_g...
(©) 810f_4.9 gl..

(©) 810f 49 u..
(@ 810f 414 ..,
() 810f 4.14_...
) 810f_4.19_..
() 810f_next_.
() 860_4.9_gli..
(¥ 860.4.9 uc...
(©) 860.4.14_g...
(©) 860_4.14_u..
() 860.4.19.g..
(©) 860_next_g..
() 910.5.1_gli...

(©) 910_next_g...

9xx_5.4_gli...
©]

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Qemu-test

(©) 9xx 5.4 gli..
(©) 610.4.9_gli...
(©) 610.4.9_ucl..
(¥) 610414 _gl...
(¥) 610414 u..
() 610.4.19.gl..
(©) 610 next_g...
(©) 810f.4.9.gl..

(©) 810f 4.9 u..
(») 810f 414 ..
(©) 810f.4.14_..
() 810f.4.19_...
(©) 810f_next_...
() 860_4.9_gli...
(¥ 860.4.9 uc..
(©) 860.4.14_g..
(¥) 860.4.14_u...
() 860.4.19_g..
(¥) 860_next_g..
(¥ 91051 gli...

(@ 910_next_g...

4.5 RFHIR, EiRttX

—HIMFER CPU, BAFHEKREESHZ, BAFRRSS kernel.org XA,

B2k mailing list:

linux—csky@vger.kernel.org (https://lore.kernel.org/linux—csky/),

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Chip-test

) 9x_5.4_gli..

610_4.9_gli...
() 610414 gl..
> 610.4.19.gl...
(® 610_next_g...
) 810f 49 gl..
() 810f_49gl..
() 810f_414_..
() 810f 414 ..
() 860.4.9_gli..
() 860.4.9_gli...
) 860.4.19.g...
) 860.4.19.g...
@ 860_next_g..
() 860_next_g...
® 910.5.1_gli...

(& 910_next_g...

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Build-enhanced
() 9xxf_5.4.12..
@ 9xxf_5.4_gl...
® 20w 541
& 9xv5.4.gl.
&) 810f 49.gl..
() 810f 49.u..
(») 810f_419_...
() 810v.4.9 gl..
) 810v.4.9 u..
) 810v.4.19._..
() 860.4.9.gli...
() 860.4.19_g...

() 860f.4.9.g...

(®) 860f4.9_u..
() 860f 4.19_...
() 860v.4.9.g...
() 860v.4.9.u...
&) 860v_4.19_...
) 910.51_gli...
& 910f_6.1_gli...

() 910v51gl..

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Qemu-test-enhan...
() 9xxf 5.4 gl...

() 810f4.9.gl...

() 810f 4.9 u..
() 810f419_...
() 810v.4.9 gl..
() 810v.4.9.u..
(%) 810v419_..
() 860.4.9_gli...
(%) 860.4.19.g...
() 860f 4.9.g..
() 860f_4.9.u...
() 860f_4.19_...
() 860v.49.g..
() 860v.49.u..
() 860v.4.19_...
) 910.5.1_gli..

(%) 910f5.1_gli...

Is ]
L)

-
L2

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

Q

FREDLRE
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mailto:linux-csky@vger.kernel.org

FHHEE linux FF&TZ, THAIME Linus Torvalds o4 & HSRBHE CPU 2843 89 pull-request
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